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Is your identity the new perimeter?

- Dynamic User Identities

- Human Factor in Security

- Effective Identity Management
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Our position in the market

Employees

Digital
approach in:

500 — 20.000

HR & IT

Why are companies interested?

IT Security program, Governance of Identities,

Automation of the ‘Identity lifecycle management,
Customer journey (CIAM), Zero trust architecture

Security

IT Environment
frameworks:

Hybrid

NIST, NIS2, SOX
CIS Controls
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Challenges - Regulations

EU NIS-2
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Are you NIS2
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Challenges - increase security




Challenges — MFA for everyone

41% of businesses

have separate access management
systems for their on-premises and cloud
environments.

Growth in MFA adoption

by businesses in 2022

56% Worldwide



Challenges —Identity and Access rights

The company's entire IT infrastructure The SAP environments
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Challenges — Access

The modern hybrid e
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Solution



I.On/ off-boarding users 3. Provide user's access

* ' * '

2. Identify users 4.Secure the modern
workplace

Identity User Access Data & Email
Management Authentication Management Security




Pomtsharp products and technology

Identity User Access Data & Email
Management Authentication Management Security

SIVIS Net iD Gateway Cryptshare
Net 1D/ ID Server ID Server IdP Gateway
Entra, LDAP (AD), OATH-TOTP, PKI, FIDO HTTPS, KCD, Radius, AES256, TLS,
SAP, SQL, HR, CRM, Passwordless/ SAML, OIDC, Activesync,
Rest API Biometri-Soft-Physical RestAPI MAPI/HTTPS, EWS

tokens



Happy users are
secure users




Demo



Impact



Impact summary
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Identity Security Access Compliance Software
management check asset
management



Identity & Access Management

Identity
Lifecycle

Management
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Who? Hanna, a new user
 Clothes size
 Mobile

« Computer

 Secure identity

 Access rights



Personal information
New Person

Hanna Stark

Summary Accesses
Pointsharp AB
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PERSONAL INFORMATION
Other information
Person Type *
okens Hide
Company

Token serial number Template name Valid up until

First Name Hanna ; Yub ndard
Last Name * Stark

Name * Hanna Stark

Initials & it

Employee Id




Better controlof existing users, assets
and licenses,access rights

Active Directory Office 365 Mindkey ” SAP

Azure Active
Directory

Dynamics 365 SuccessFactors Axapta

Dataverse CatalystOne Finance & Operations
Microsoft Exchange

Power Automate Microsoft HR Navision
Microsoft Teams

PowerShell ” SAP HR Business Central
Skype for Business
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SqQL Sympa M  Salesforce
Windows file share

S

REST API Workday servicenow Service Now

%

SharePoint
Generic /A + 4000 more..

Microsoft Intune SRR




Impact - Security

The hidden cost
of passwords

up to

507%

of all help desk tickets
Per employee are related to

11 hours of lost time a year




Access
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Hi,

Welcome to the App Portal

Single sign-on

On-prem and cloud apps




Use cases - Summary

VDI session
roaming

Shared devices Mobile auth.
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Datacenter login Single sign-on Digital signing

Lifecycle
management

Application &
IdP access



And lastly
regulation
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10 Minimum Measures

= Riskassessments
= Cryptographyand encryption

= Seccurity on procurement of
systems

= Security procedures and data
access policies

= The use of multi-factor
authentication

Evaluating the effectiveness of
security measures

A plan for handling security
incidents

Cybersecurity training

A plan for managing business
operations during and aftera
security incident.



CIS v.8 Safeguards

Inventory @

Control of
Enterprise Assets

Gy 2/5 @& a5

163 5/5

Secure Configuration
of Enterprise Assets
and Software

@61 7/12 @82 11/12 163 12/12

Continuous
Vulnerability
Management

@6 a7 & 7/7 68 7/7

Malware
Defenses

@ 37 @& 77 & 777

Network
Monitoring
and Defense

@61 o/11 @8¥ 6/11 463 11/11

Applications
Software Security

@61 0/14 @62 11/14 163 14/14

) @6 3/0 @ s/9

Inventory a@

Control of
Software Assets

@ 37 @ e/7 W3 7/7

Account
Management

o a/6

2 66 W3 6/6

Audit Log
Management

6 3/12 @@ 11/12 169 12/12

Data
Recovery

@ 45 @ s5/5 W88 5/5

Security Awareness
and Skills Training

@6 s/9 @& 9/9 W63 9/9

Incident Response
Management

163 9/9
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Access Con@

Management

Data
Protection

8 \Sifsguardss @8N 5/8 @82 7/8 163 8/8

Email and @

Web Browser
Protections

@Y 27 @ o7 & 77

Network
Infrastructure
Management

@ 18 @& 78 (8

Service Provider
Management

@ 17 @& 47 (&

Penetration
Testing

@ o/5 @ 3/5 16



Our vision 1s to give
access to a safe and modern
digital workplace.
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Thanks!

Demo in the booth!

> ) POINTSHARP

security made easy
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