
Is your identity the new perimeter?
- Dynamic User Identities

- Human Factor in Security

- Effective Identity Management
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Ou r p o s it io n  in  t h e  m a rke t

Why are companies interested?

IT Security program, Governance of Identities, 
Automation of the ‘Identity lifecycle management, 
Customer journey (CIAM), Zero trust architecture

IT Environment

Hybrid

Employees

500 – 20.000

Digital 
approach in:

HR & IT

Security 
frameworks:

NIST, NIS2, SOX
CIS Controls



EU NIS- 2

Challenges – Regulations



Average cost of data leaks worldwide by industry in 2022 (in million U.S. dollars)

Challenges – increase security



Ch a lle n g e s  – MFA fo r e ve ryo n e



Ch a lle n g e s  – Id e n t it y a n d  Ac c e s s  rig h t s  

HR
System(s)

The company's entire IT infrastructure The SAP environments



Ch a lle n g e s  – Ac c e s s



So lu t io n



Us e r 
Au t h e n t ic a t io n

Ac c e s s  
Ma n a g e m e n t

Da t a  & Em a il 
Se c u rit y

Id e n t it y 
Ma n a g e m e n t

1. On / o ff- b o a rd in g  u s e rs

2 . Id e n t ify u s e rs

3. P ro vid e  u s e r's  a c c e s s

4. Se c u re  t h e  m o d e rn  
w o rkp la c e



Us e r 
Au t h e n t ic a t io n

Ac c e s s  
Ma n a g e m e n t

Da t a  & Em a il 
Se c u rit y

Id e n t it y 
Ma n a g e m e n t

Ne t  iD
ID Se rve r

Ga t e w a y
Id P

Cryp t s h a re
Ga t e w a y

SIVIS
Ne t  iD/ ID Se rve r

OATH-TOTP, PKI, FIDO
Passwordless/ 

Biometri-Soft-Physical 
tokens

HTTPS, KCD, Radius, 
SAML, OIDC,
RestAPI

AES256, TLS, 
Activesync, 

MAPI/HTTPS, EWS

Entra, LDAP (AD), 
SAP, SQL, HR, CRM, 

Rest API

Po in t s h a rp p ro d u c t s  a n d  t e c h n o lo g y



Ha p p y u s e rs  a re  
s e c u re  u s e rs



De m o



Im p a c t



Id e n t it y 
m a n a g e m e n t

Im p a c t  s u m m a ry

Co m p lia n c e  
c h e c k

So ft w a re  
a s s e t  

m a n a g e m e n t

Se c u rit y Ac c e s s



Id e n t it y & Ac c e s s  Ma n a g e m e n t

Onboarding

Offboarding

New Position

Temp

Promotion

Identity 
Lifecycle
Management



Wh o ? Ha n n a , a  n e w  u s e r

• Clothes size

• Mobile

• Computer

• Secure identity

• Access rights



Exa m p le



Be t t e r c o n t ro l o f e xis t in g  u s e rs , a s s e t s  
a n d  lic e n s e s , a c c e s s  rig h t s

Office 365

Dynamics 365

Dataverse

Active Directory

Azure Active 
Directory

Microsoft Exchange

Microsoft Teams

Skype for Business

Windows file share

SharePoint

Microsoft Intune

SAP

Axapta

Finance & Operations

Navision

Business Central

Salesforce

Service Now

Base HR Business

Mindkey

SuccessFactors

CatalystOne

Microsoft HR

SAP HR 

Sympa

Generic
connector

+ 4000 more…

Power Automate

PowerShell

SQL

REST API Workday



Impact - Security



Ac c e s s

Sin g le  s ig n - o n

On - p re m  a n d  c lo u d  a p p s



Us e  c a s e s  - Su m m a ry

Clie n t  lo g in Mo b ile  a u t h . VDI s e s s io n  
ro a m in gSh a re d  d e vic e s VPN a c c e s s

Life c yc le  
m a n a g e m e n t Sin g le  s ig n - o n Dig it a l s ig n in gDa t a c e n t e r lo g in Ap p lic a t io n  & 

Id P  a c c e s s



An d  la s t ly
re g u la t io n



EU NIS- 2



10  Min im u m  Me a s u re s

 Ris k a s s e s s m e n t s

 Cryp t o g ra p h y a n d  e n c ryp t io n

 Se c u rit y o n  p ro c u re m e n t  o f 
s ys t e m s  

 Se c u rit y p ro c e d u re s  a n d  d a t a  
a c c e s s  p o lic ie s

 Th e  u s e  o f m u lt i- fa c t o r 
a u t h e n t ic a t io n

 Eva lu a t in g  t h e  e ffe c t ive n e s s  o f 
s e c u rit y m e a s u re s

 A p la n  fo r h a n d lin g  s e c u rit y 
in c id e n t s

 Cyb e rs e c u rit y t ra in in g

 A p la n  fo r m a n a g in g  b u s in e s s  
o p e ra t io n s  d u rin g  a n d  a ft e r a  
s e c u rit y in c id e n t .
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CIS v.8  Sa fe g u a rd s



Ou r vis io n  is  t o  g ive  e ve ryo n e
a c c e s s  t o  a  s a fe  a n d  m o d e rn  

d ig it a l w o rkp la c e .



Th a n ks !

De m o  in  t h e  b o o t h !
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