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Across several eras in the age of data,
NetApp has led in data infrastructure innovation
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Data Silos & Hybrid Hybrid
Unification Cloud Multiclouds

NetApp becomes the first NetApp creates the first NetApp becomes the ONLY
vendor to unify file & block data fabric strategy that vendor to introduce cloud
workloads, and structured eliminates silos & provides ops and data services as
& unstructured data unified control across any key data infrastructure
environment pillars in addition to being

the only vendor natively
embedded in all major
clouds
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Complexity is the silent killer of IT productivity

Bespoke infrastructure silos across app, data, cloud are inefficient, costly, and introduce risk

Al/ML/modern
data lakes

Dev/test or
secondary

High-performance

file Virtual machines Databases Kubernetes

Cloud storage
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management data security data protection performance experience

and automation
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Increase productivity and minimize risk with unified simplicity at scale

ngh-pefri\;grmance Virtual machines Databases Kubernetes AU Devitest or

data lakes Cloud storage secondary

ONLY NETAPP

O NTAP Comprehensive data management software delivering automation, efficiency,
data protection, and security capabilities for file, block, and object
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v’ Consistent v' Consistent data v Consistent data v' Consistent v' Consistent
management security protection performance experience

and automation
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SECURITY

BE THE
BUSINESS
DEFENDER

Keep your business running WA, N B A detactiol |
with built-in security, rapid P AL |
recovery, and infrastructure

observability

Rapid recovery
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NetApp

ONTAP

Extensive
enterprise
features

QoS: Quality of

service workload

control
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Snapshot:
Application-
consistent
tamper-proof
instant backups

SnapLock:
Regulatory-
compliant data
retention

SysMgr/GUI/
CLI/API:
Intuitive mgmt. &
automation
integration
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SnapRestore:

Near-instant restore

of backups on
demand

NSE/NVE/
Encryption:
In-flight and data-
at-rest encryption

FabricPool:
Automatic data
tiering

Core Capability

Data Management

SnapMirror:

Integrated remote
backup/disaster

recovery

MFA/MAV:

Multifactor admin
access & multi-
admin verification

Efficiency:
Inline data
compression,

deduplication, &

compaction

Security Feature

ARP: Autonomous
ransomware
protection

ActivelQ:
Al-informed
predictive analytics
and corrective
action

Unified:
NVMe/FC, FC,
NVMe/TCP, iSCSI,
NFS, SMB, S3

Data Protection Feature



All available ONTAP features in one license
NetApp ONTAP One NetApp ONTAP One

Snapshot: Application-consistent tamper-proof instant backups

SnapRestore: Near-instant restore of backups on demand

SnapMirror: Integrated remote backup/disaster recovery

e« Get the most Comprehensive storage ARP: Autonomous ransomware protection

software suite in the industry SnapLock: Regulatory-compliant data retention
NSE/NVE/Encryption: In-flight and data-at-rest encryption
* Available with all new and for all eXIStmg MFA/MAV: Multifactor admin access & multi-admin verification
AFF & FAS systems under support

Active 1Q: Al-informed predictive analytics and corrective action

« NetApp ASA has NetApp ONTAP One for SAN QoS: Quality of service workload control
that omits S3 and NAS protocols and adds SysMgr/GUI/CLI/API: Intuitive mgmt. and automation integration
symmetric active-active multipathing FabricPool: Automatic data tiering

Efficiency: Inline data compression, deduplication, & compaction

Unified: FC, iSCSI, NVMe-oF, NVMe/TCP, NFS, SMB, S3

Core Capability Data Management Security Feature Data Protection Feature
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The most secure storage

I NetApP g the planet
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The only enterprise

storage vendor validated " N et App®

to store top-secret data
everywhere

[ FIPS
DoDIN
w APL

Commercial Solutions FIPS 140-2 Department of Defense

Common Ciriteria

for Classified (CSfC) Approved Product List
Component List (DoDIN APL)
Visit security.netapp.com/certs/ for the latest lists of all certifications, and for a list of
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Common Criteria certified products, visit netapp.com/esg/trust-center/compliance/common-criteria/



The tip of the iceberg

Problems known to top management

4%

1 19% & Problems known to middle management

Problems known to supenisors

Problems known to Employees/Staff
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NetApp secures and protects against today’s top concerns

Integrated security is incorporated throughout the NetApp portfolio

Compromised administrator
credentials—multifactor
authentication (MFA)

Q:F
@0

Rogue administrators—
multi-admin verification

and audit logging

Stolen data—
layered
encryption

2

-
At :
Ransomware attacks—
NetApp® Snapshot™ copies
and integrations
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Assured data retention—
write once, read many
(WORM) storage

Lateral network attacks—
secure multitenancy (SMT)

Hacked software
images—secure boot

Disaster outages—
data replication



Full-spectrum data protection built into ONTAP

Secure your data, recover from disaster, spot the attack, and thwart ransomware

PROTECT

Policy Engine

\\
K
|4

Automatically block
known malicious file types

Multi-Admin Verify

<> LRk

Block rogue admins
and malicious users

Immutable WORM Primary Data &
Tamper-Proof Snapshots

Prevent data destruction
with immutable and
indelible snapshots

End-to-End Encryption

Secure data access,
end-to-end
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DETECT

Autonomous
Ransomware Protection

Automatically detect and
respond to file system
anomalies that may signal
a ransomware attack —
built into ONTAP

RECOVER

SnapRestore

S

Restore data in minutes
from secure snapshots

Some words from our lawyers... No ransomware detection or prevention system can
completely guarantee safety from a ransomware attack. While it's possible an attack might
go undetected, NetApp technology acts as an important additional layer of defense.



Real-time detection with is essential to effective recovery
Potential damage caused by ransomware attack increases in time to detection

Secondary No ransomware protection
ransomware protection
(other vendors)

AMOUNT OF DATA IMPACTED

Seconds Minutes Hours Days
TIME TO RANSOMWARE EVENT DETECTION
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Al-Powered Ransomware
Protection

Next generation ransomware threat detection

 Industry-leading Al-powered ransomware
detection for enterprise storage

* Next-gen AI/ML models deliver 100%
precision and 99% recall, to detect more
sophisticated and evolving cyber threats

)]

« Automatically update model parameters
é% regularly without a required ONTAP update
or system reboot

1‘ « Seamless upgrade from current generation
S autonomous ransomware protection
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Precision

Recall

Results are based on SE Labs Validation Testing.

Although it's possible that an attack might go undetected, our research indicates NetApp technology has resulted in a high degree of
detection based on certain currently known technologies and attacks.


https://selabs.uk/reports/netapp-ontap-autonomous-ransomware-protection-with-ai/

NetApp Ransomware

Recovery Guarantee
For enterprise primary storage NetApp
Ransomware
Recovery
NetApp will warrant snapshot Guarantee

data recovery in the event of a
ransomware attack

If you can’t recover your

data copies with help from NetApp
or partner assistance, NetApp

will offer compensation

Deployed NetApp AFF, ASA, or FAS storage according to NetApp ransomware
protection best practices, with support from NetApp PS. Warranty includes both

Ml NetApp 15 © 2024 NetApp, Inc. All rights reserved. NETAPP CONFIDENTIAL technology deployment and PS engagement. Terms and conditions apply.



BlueXP ransomware protection

Intelligently orchestrate a comprehensive, workload-
centric ransomware defense at the storage layer

NetApp is enabling the entire NIST
framework for customers from
an AlOps-powered unified control plane
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Automatically
workloads, analyzes risks.

Recommends and applies
policies.

Uses ML to potential
attacks in near real-time.

Automatically
when attack suspected.

Validates backup integrity and
rapidly workload.



Introducing NetApp cyber vault

The unified data storage solution to ransomware

No silos. A purpose-built architecture for a logically
air-gapped cyber vault, built on NetApp ONTAP.

 Immutable, indelible snapshots locked on the cyber vault,
with strict access controls on a hardened configuration

« Same API and orchestration suite support as all NetApp
ONTAP systems

 Leverage the lowest cost storage possible, with capacity
flash and hybrid flash options

— Integrated storage efficiency — data stays deduped and
compressed through its lifecycle to accelerate restore

NETAPP CYBER VAULT
SOLUTION
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Comprehensive cyber-storage architecture

The unified data storage solution for ransomware protection and business continuity

Site A

Two sites, both with primary

@ — S workloads on performance flash.

Primary storage has automatic

o tamper-proof snapshots.

el
I,I,,__ Each site provides DR for the other,
i

using capacity flash for lower-cost &
B adequate DR performance.

NN

M. NetApp)

Cold data automatically
tiered from primary systems
v

E m g @ Backup and recovery
Low-cost vault with
immutable, indelible

snapshots and logical air gap.

Second backup copy in
different format at second
site for added protection.

M NetApp
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Cyber Vault

7

StorageGRID
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Deep dive into your data with ease

Additional hybrid multicloud services to give you control over your data

7777777

— | 5. Monitor for and alert on data access

and anomalous user behavior in one place

IR Get file-level forensics and system auditing.

Discover, classify, and categorize data
across endpoints and clouds.

= = < Locate personal, sensitive, and regulated
- data, and identify permission issues

NetApp -y
BlueXP

S R S ——— — Pull compliance reports in minutes.

Some words from our lawyers...
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BlueXP classification
Deep dive into your data to discover, classify, and categorize data

nnnnnnnnnnnn

M NetApp

Savings Opportunities

Amazon
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Policies

Duplicates with s

24768 239.4K Files 116 Tables

Locate personal, sensitive, and regulated
data to simplify compliance

|dentify duplicate, stale, and non-essential data
to optimize storage and achieve cost savings

Facilitate smooth migrations by scanning and
categorizing data before it is moved to the cloud

Clean data to create readily usable assets for
GenAl and retrieval augmented generation (RAG)

Now a core capability of BlueXP available
to all customers at no additional charge!

NETAPP CONFIDENTIAL



Harden cloud infrastructure security and reduce the risk of a breach
Spot Security — Cloud Security

"\ Holistically manage
J#  your entire cloud security posture with

360-degree visibility to identify, map, D
correlate and contextualize risk attributes

7.96K Risks identified for: Retail Banking ~

L e s
'MQ Surface & prioritize @ s & 7
vulnerabilities, misconfigurations and e e e o
. . . Rotation abled For Customer Created CMKs f. [ [« 11 6 0
threats, prioritized by theirurgencyand oo on
criticality to your business CUNT
WWWWW ® Eles
~~~~~ © ros

o Remediate & secure

. : P []
with proactive notifications, O aWs D

guided or automated remediation,
and incident response workflows
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Data protection that’s designed into your storage

Built-in protection against failure, disaster, error, and more

BlueXP backup and recovery

» Performs block-level replication using NetApp _ |_’: —
Snapshot technolo T (@ L=
Y gy | @ = =)
» Keeps backup data in object storage in the public LOCAL SNAPSHOT REPLICATION BACKUP

cloud or on-premises with StorageGRID

» Retains all ONTAP storage efficiencies

HE Microsoft
BN Azure
(o]

aws G

gle Cloud
« Backups are sent directly to object, no hardware

required
Simple, secure, cost-effective full

« Searchable indexed catalogs for easy recovery spectrum 3-2-1 data protection
of files, folders or volumes
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Bullet-proof continuity and recovery

Built-in application-consistent protection against ransomware, failure, disaster, error, and more

SnapCenter: Transparent Data Protection Enterprise application and
virtualization ready
. NetApp supported
« Single pane of glass to take snapshots of 7~ N cchnge | ORACLE
apps, databases, host file systems and VMs ::: |' ::: " e BTN
1T 11 ; Google Cloud i Jirrosoft
2 8 : vmware
 Efficient in-place copy data management
primary storage secondary storage 1st Party Cloud Storage
I I I I I I Custom supported
I i I NetApp —
» Accelerated application development 'H"[ Omongors [ oo
« Snapshot copies secure from ransomware sewwos W

attacks
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Trusted protection for business continuity

Continuous availability for critical SAN applications

* Achieve business continuity with
transparent failover and zero data loss.

« Simplify operations with seamless
integration with VMware and other
applications.

* Optimize cost with application-focused
granularity and flexible control options.

 Load balance across sites for increased
performance.

SnapMirror active sync

vmware SQOLServer ORACLE LUV |
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BlueXP Disaster Recovery

A simple, low-cost, high performing disaster recovery SaaS

On-Prem to Cloud On-Prem to On-Prem

< Failover vimware Failover

Failback > | “!et!pp < Failback

dWws |
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"I NetApp

THANKYOU

Massimo Mondiani
Partner Sales Manager

Francesco Aeri
Partner Technical Lead
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