exabeam

N

ICOSXperience 2024 2

Introducing

La nostra piattaforma TDIR buona per tutte le stagioni...

Antonio lannuzzi || Regional Sales Director ltaly & Iberia
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=xabeam at a Glance

o

v,

CAPABILITIES

SIEM, UEBA, SOAR,
Insider Threat, TDIR,
Compliance

INNOVATION

Cybersecurity
patents, the
majority are for Al

RECOGNITION

5x Leader of
the Gartner MQ

i

STABLE & SCALABLE

99.9% 500+

Platform TB Daily Peak
Uptime Ingestion

GLOBAL
CUSTOMERS

620+

IMPACT

>1,800

Behavioral rules & Al models
for unparalleled detections
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The Exabeam
History of

Single &
Multi-Tenant

Introduced Outcome-
based Security

Introduced SIEM to the
Cloud

Introduced

Introduced UEBA & Data Lake
Machine Learning Al
to SIEM
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End-to-End
Cloud Native
Platform
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Exabeam and LogRhythm
Complete Merger and Announce
New Company Details

Share in ¢ X Jul 17, 2024 4 minutes to read

The combined organization will empower customers with a best-of-breed, Al-driven security operations platform Recent Press Releases

fortified with high-integrity data ingestion

BROOMFIELD, Colo. and FOSTER CITY, Calif. — July 17, 2024 - In a strategic move set to define the future of the Exabeam Chief Product Officer,
cybersecurity landscape, Exabeam, delivering industry-leading Al and automation for accelerated threat Steve Wilson, Publishes New
detection, investigation, and response (TDIR), and LogRhythm, renowned for its high-integrity, trusted data Book on Large Language Model >
ingestion, today announced the successful completion of their previously announced merger. The merger Security

combines unparalleled technological innovation with reliable data to create an Al-driven security operations September 24, 2024

platform that delivers the most efficient and accurate security information and event management (SIEM) and user

and entity behavior analytics (UEBA) solutions in the industry.
Exabeam Appoints Kish Dill as
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The New Exabeam at a Glance

o

CAPABILITIES

SIEM, UEBA, SOAR,
Insider Threat, TDIR,
Compliance

INNOVATION

Cybersecurity
patents, the
majority are for Al

RECOGNITION

14 years of Gartner SIEM
Magic Quadrant
Leadership

STABLE & SCALABLE

99.9% 500+

Platform TB Daily Peak
Uptime Ingestion

GLOBAL
CUSTOMERS

3000

IMPACT

>1,800

Behavioral rules & Al models
for unparalleled detections
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REPORT
FINDINGS
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O

Investigations
were too slow

Limited visibility across
their environment

They lacked incident
response knowledge

They needed automation
across the TDIR workflow
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The State of

Threat Detection,
Investigation,

and Response 2023

Source: IDC's Global TDIR Survey, commissioned
by Exabeam, August-September 2023, n=1,155
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What makes Exabeam Unique?

AlE {8) Lﬁ/ﬂ]

Exabeam was the first to put Al Exabeam is the only company that Exabeam is the only vendor who

and machine learning in our baselines and understands normal has a product that can look at

products to deliver behavioral behavior so you can identify the and take in all your data at scale

analytics on top of SIEM. abnormal and take action. and match it to outcomes.

TIME-TO-VALUE INSTANT ROI REAL SECURITY

: : L . OUTCOMES

Detected blind penetration test during first Understanding what was normal vs.

two-weeks in production. Untrained SOC abnormal saved $2M in password reset Able to identify security blind spots with

analysts were able to detect, triage, and support ticket costs. A savings of 60,000 automated mapping of data sources to

remediate in 15 minutes using Al-driven hours/year in employee productivity; security outcomes. Using hard data from

risk detection out of the box rules 180,000 hours in 3 years Exabeam to onboard data sources and
plan for new Exabeam expansions

v" Global Technology v" Global Technology _ .

v Logistics and Financial Solutions Provider v" Regional Healthcare Provider

Services Provider
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Exabeam leads in AI/ML in this Market

Exabeam  Floneered anomaly Exabeam v conversational

detection via ML (UEBA) experience
Ana'YtICS v" Threat detection and COpl IOt v Powerful. natural
AI/ML prioritization GenAI language prompted

v Near real-time across all search
data sources v' Threat explainers
Established ¥ ML monitoring of log N v' Faster threat hunting
Leader source health / volume ew . .
v Easier on-boarding

v Only viable solution to

insider threats and
compromised credentials \/

with less training

/). exabeam
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Password Spray> b . <Compromised Credentials

Credential Stuffing> <Privi|ege Escalation
Find the Blind Spots

Traditional Security
Dormant Accounts Insider Threats

Defenses Miss
Account Manipulation> < Excess Permissions

Data Exfiltration> < Misconfiguration / Data Leak

Audit Tampering / Data Destruction>

Al-Driven Security
Operations Platform

<CredentiaI-Based Supply Chain Attacks

/). exabeam
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inbound Security Operations Platform Incn_dent res_ponse
data sources integrations
/7

Authentication / Authorization

Cloud infrastructure User Entity & Behavioral Analytics (UEBA)

Threat

SaaS Apps . E-ri?(ritsizati-on Cloud Security
Detection | o omd .
Correlation Data Security

On-prem Apps

Authentication / Access Email Security & Management

Cloud Security | | e @ Endpoint Security

Data Security - . Firewalls

Forensics & Malware

Email Security &

Management ; g Incident Response Services
Endpoint Security gstion Pipeline In?erltliifg;i:::e Response ITSM
Firewalls : : + Automation Management .
U ; » Platform automation Network Security
Network Security ﬂaac:':ll:z *  Third-party automation Risk Management Software
Phy:lilzili ch:ic;lzss & Security Inform.ation &
Orchestration
Risk Management ' A SIEM
SIEM A P Threat Intelligence Platform
Threa;llar::zlrlri'?ence Utilities / Other
tes Oor Investigation * e EveriTinelrs N
VPN | ZTNA - Reporting and Dazhboards Web Security & Monitoring
//.exabeam
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Robust ecosystem with ~700 integrations

Cloud Security (?.:;b:‘e’“gf_yp) E“‘i’é‘;;f:;;‘)’"ty ManEa';:rI:le ot Man:i':m w1 m::‘“g“m Firewalls Network SIEM Utilities / Other
n CODE42 v l(Barracuda [>=] 2% uouo$ orUbo @kﬂmai

A vl McAft-;'{S/\ S ) L McAfee ® N Tofmnk ; w
sap

Rhythm

£Y Google Cloud N netskope

TANIUM

v’ Symantec. prochpoRt
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¥’ Symantec. SHODAN
SentinelOne _ PagerDuty MAXMIND
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PETE] Risk &
. Endpoint Security Email . . Vulnerability .
Cloud Security Security Network Firewalls ITSM SIEM/ SOAR Utilities / Other
(EPP/EDR) Management (Database, DLP) Management Management
Note: Integrations shown are only a select number of connections we have built
//.exabeam
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Outgrown capabilities of
your current SIEM or don’t
have a SIEM and need an
Al-Driven Security
Operations platform that
includes SIEM, advanced

analytics, and automation :

- Cloud Native

Copyright © 2024 Exabeam, Inc. All Rights Reserved.

Adding Insider Threat
capabilities with an advanced
Al-Driven Security Operations
Platform with continuous risk
scoring and behavioral anomaly
detection

Using a SIEM / data lake,
but need to augment or add
Insider Threat capabilities
with an advanced Al-Driven
Security Operations Platform
with continuous risk scoring
and behavioral anomaly
detection :

- your current SIEM in the
Cloud
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Domande?
(vi aspettiamo al nostro
stand)

exabeam
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