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What are the prominent threats
in cybersecurity today?
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ESET has been using Al for over 25 Years

2005 2017 2019 2023

Automated Incident Creator added to ESET

ESET DNA Detection uses ESET Advanced Machine Learning ESET Advanced Machine
genes of malware to detect in the cloud uses Al to power our Learning in the endpoint uses Inspect to reduce noise, including Al, to
current and emerging threats automated detection systems. Al to power detection. produce a clear overview of an incident

1997 2010 2018 2020-21 2024

First use of neural networks in ESET LiveGrid® leverages ESET ESET LiveGuard, an Al-powered Transformer-based models Al security advisor for ESET
ESET products, utilized for DNA Detections to speed up cloud sandbox, provides on- deployed in ESET’s cloud and Threat Intelligence and ESET
detection of macro viruses user-side updates. demand analysis within minutes  €ndpoint solutions Inspect offer greater insights
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ESET Premium Support
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Why XDR is
the new starting point?
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New Gen XDR:

INSPECT
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Block it

Find malicious anomaly What is affected? Keeping infrastructure
When it happened? Remove it monitored

How it happened?
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INSPECT

Complete Prevention, Detection, and Response R — _
Solution from a Security First Vendor .
Prevention is better than cure T e

Detailed Network Visibility
Flexibility of Deployment
Automated Incident Creation
Ready to Start Work Now

Reputation System

Automation and Customization
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(es[E3) INSPECT

Collects real time events

(@s[I) PROTECT & INSPECT cLoun
Provides extensive filtering and sorting @
Uses ESET reputation system -

Custom notification rules i
Blocking and remediation

Designed for threat hunting
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INSPECT

ESET Al SECURITY ADVISOR

Artificial Intelligence LLM (Large Language Model)
ChatBot

Provides answering with natural language ¢ e e

Use knowledge directly from ESET Threat Intelligence

aaaaaaa
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ESET SECURITY SERVICES 24/7

MANAGED DETECTION & RESPONSE FOR A COMPLETE SECURITY

You must protect your
organization even
on Christmas Day

Monitoring during
business hours
is not enough

You might figure out
what happened when
it's too late
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R A COMPLETE SECURITY
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. > | Threat monitoring 24/7

tomer nment AlrEE L2
monitoring

S Advanced analytics
L 1 Malware analysis by
human experts
Detailed

investigation

MSPIartner

hreat isolated
Customer notified

Response s Threat blocked and cleaned
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ESET MDR SERVICE

MANAGED DETECTION & RESPONSE FOR A COMPLETE SECURITY

Digital Security
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How ESET MDR works

Partner

Customer

Weekly
and
monthly
report
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THREAT Lo ESET ItiveGrid r_eputation system
= Machine learning threat analyses
INTELLIGENCE A Adversary monitoring

(esEY) INSPECT ()

Continuous adjustment of behavioral

%@} S patterns and exclusions

24/7 monitoring, hunting and incident
creation using Al and SIEM combined
with SOC MDR supervision

Alerting customers about incidents
via notifications

Quick response to incidents and risk
mitigation using SOAR technology

\4
@7 _—— Overview of current incident states

in a dedicated MDR dashboard



CLOSES THE LOOP

o ON SECURITY RAISE
A MO ACTIVITIES SECURITY
COMPLIANT SUPPLY CHAIN POSTURE
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REGULATIONS

®
Digital Security
Progress. Protected.



Vieni a trovarci al Desk....

marketingitaly@eset.com




Technology can change the world.
Protecting technology is our world.
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