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INTRODUCTION

The trusted leader
IN cyber resilience.

in cyber resilience for more
than 25 years and counting.

G Gartner MQ Leader
13 years running

Safeguard more than
>3EB 3 exabytes of cloud data

R Only FedRAMP High
cyber resilience platform

@ Commvault

We have over 1.4K patents for
groundbreaking innovation:

6 The first to unify data protection for on-
prem, cloud and hybrid.

g The first to integrate ransomware protection
into our platform.

Iil The only to offer unique architecture with

== any-to-any portability and defense in depth

The only vendor to offer
Cleanroom Recovery.

®

© Commvault
2024



EVOLVING OUR POSITION

Modern Data The Platform for
Protection Cyber Resilience

Proactive, predictive, autonomous
Speaks the language of the CISO
Cyber resilience is business resilience

@ Commvault



WHAT’S REQUIRED

True cyber resilience starts before
the attack — and never ends.

Based on MITRE CREF and NIST frameworks

RISK READINESS RECOVERY

. . Cyber Incident
Risk Early ‘
Recommendations Warning ;

Incident Clean Point

Response Restore & Verification ‘

’ Planning
/

\\ // \ /
‘ ‘ / Recovery Point
Sensitive Data Validation At Scale

Scanning Cyber Deception ‘ Recovery
Risk
Remediation Cyber Recovery '
‘ . I Forensic
Analysis
Sensitive Data Threat Cyber Recovery
Categorization Recommendations Testing
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The Cyber Resiliency journey

Risk == Readiness == Recovery == Rebuild == Resilience

Cyber
Recovery

' ‘ Planning

. ‘ Cybear
E?h&r b Operational Incident
Readiness Assessment Recovery ‘
Runbooks | -:ldnnt Automated
‘ Recovery At scale recovery
Sensitive data Data ‘ :
scanning Classification Cleanroom / T"" in “ ‘
DR Testing i : Forensic Analysis
‘ Hupnnu
; o A
E:n::::‘:d Remediation Cyber Deception cnnﬂ ulty

Planning



One platform. All workloads. Single Pane of Glass.

CLOUD

aws AL ’)

ON PREM
SAAS
Mit.r:oﬂ 365 ﬁj_:i
EDGE
vmware (
ALL WORKLOADS
@ Commvault

READINESS

Early warning
Threat detection
Recovery testing

<@

RISK > Commvault RECOVERY
Cloud
Powered by Metallic Al
Data scanning Forensic analysis
Risk assessment Cleanroom recovery
Remediation Auto-scaling

Zero Trust | Immutable Storage | Al-Driven Resilience

ONE CLOUD

% netskope
DARKTRACE

%y paloalto

Azure
Sentinel

@ ENTRUST

< CYBERARK"

splunk>

servicenow.

ECOSYSTEM INTEGRATIONS
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OUR SECURITY ECOSYSTEM VISION

Shift security to the right, IT to the left.

Unlock integrations across the security and recovery tool chains with bi-directional integrations

Prevent Recover
IDENTITY & ACCESS SIEM / SOAR DETECTION & RESPONSE  VULNERABILITY RISK DATA GOVERNANCE, INCIDENT RESPONSE & ADVANCED DATA POST-ATTACK DATA
MANAGEMENT (IAM) (EDR/NDR/XDR) Threat Intel PRIVACY, AND DLP FORENSIC DECEPTION RECOVERY

. + o : :

&5 CYBERARK"® Splunk > DARKTRACE WIZ % paloalto MANDIANT Improving security
posture, cyber
readiness and

p Ik % netskope \
@ ENTRUST 4 paloalto S mElEeE . = response across
HeTwonks CROWDSTRIKE Securlty and IT
\ &> zscaler
Azure CROWDSTRIKE @ Quc|ysm Secureworks
Sentinel .
WIZ > Y
okta ) sentinelOne: accenture

—

' M Microsoft Deloitte
’ " Defender

Chronicle SECURITY
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Commvault Cloud SaaS Solutions

DATA PROTECTION AS A SERVICE (DPAAS) FOR YOUR ENTIRE DATA ESTATE

[DIII

VM & Kubernetes

Microsoft Hyper-V,

VMware, Nutanix AHV,
Azure VM, Kubernetes,
Microsoft Azure, AWS,

AVS, VMware Cloud.

%)
&

Microsoft 365

For Exchange, Teams,
SharePoint, OneDrive,

Project, and more.

%)
&

Google
Workspace
For Gmail and Drive.

=

Database

For Microsoft SQL, Azure,
PaaS, Oracle, Amazon

AWS, SAP HANA.

[
()

Microsoft
Dynamics 365

For CE applications +
Power Platform.

»

Auto Recovery
For VMs

Files & Objects

For Windows Server,

Azure Blob & Files, OCI
Object Storage, Amazon,

S3, Linux/ UNIX,

&

Salesforce

For Salesforce
Cloud data.

=

Risk Analysis
For M365

Cloud Storage

For Air-gapped
cloud storage.

O

(=)

Endpoint

For laptops
and desktops.

@

Threat Scan
For Files

to

File & Object

Archive

For compliance
ready archiving.

Sa

Active Directory

For Entra ID and
Microsoft AD.

Cleanroom
Recovery

For SaaS and on-prem
software

©

Threatwise™

For early warning
into threats.

Security 1Q

For actionable
threat insights.

QoAppranix

A Commvault® Company

Recovery as-a-code
TO RE-BUILD SaaS

App



What's
Included

Foundational Backup & Recovery

Unified management

Security insights

Automated disaster & cyber recovery

Validated application recovery

Threat scanning

Data discovery & compliance

Data security posture remediation

Al-driven threat detection

Cyber deception & early warning

Compliance

FOUNDATIONAL
PROTECTION

File Archive

AUTONOMOUS
RECOVERY

Cleanroom
Recovery

Outcome-oriented, solution packaging

CYBER
RESILIENCE

Hyper-Scale X

PLATINUM

RESILIENCE

CYBER RESILIENCE
PLUS THE FOLLOWING:

Single Tenancy Hosted
Control Plane

<,

Lift and Shift Backup Infra
to Cloud

(<]

DR Testing Service and Readiness
Checks

<,

Advanced Reporting, Security
Audits, and Custom Telermatry

<]

3rd Party Long term
Backup Migration

<]

Ransomware Readiness
Consultation and Recommendation

<,

Premium Support

B

Commwault
Protection Warranty

<]

Air Gap Protect

© Commvault 2023



Security

TOTAL RESILIENCE. NO EXCUSES.




Our Multi-Layered Security

A NEW AND DIFFERENTIATED APPROACH

YOUR DATA
Early Warnlng Cyber Security 1Q Insights - . KXo
n—rne Deceptlon * AnOmaly detection @0

= * Trends & monitoring
i—ue » User behaviors

Il
2|l

Physical Virtual Converged

CLOUD WORKLOADS "
4 <«
aws | Qapp Q )
A O %:&:g > I?/(i)rltit:Id ‘» g?m anvault
] ou
SAAS APPLICATIONS Data encryption air gap Powered by Metallic Al

in-flight/at-rest
SaaS Control Plane

I 5 e
[
Microsoft 365 \_./'

ENDPOINTS

FedRAMP

s

Qa o Separate _
TaEs Security domain
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With built-in zero-trust security protocols, Commvault Cloud meets the most stringent
confidentiality, integrity, and availability standards for government agencies and business, alike

Customer Environment:
Advanced cyber deception for early warning into ransomware and malicious intent.

Security DPR:
Foundational detection, protection, and response services across the entire Metallic surface — from the Edge to your Data.

Zero-Trust Authentication:
Stringent user authentication protocols built on FIPS 140-2 framework.

Zero-Trust Authorization and Access:
Hardened controls with privileged identity management to prevent unwarranted access.

Virtual Air-gap:
Cloud-based architecture, isolated and separate from source environments via security domains.

Immutability:
Robust, multi-layered controls for tamper and deletion prevention.

Threat Detection:
Intelligent monitoring and risk identification to deceive and flag threats early in the attack life-cycle.

PCi

FedRAMP COMPLIANT

FedRAMP High

@ Com mVGULt® © Commvault 2023 24



Air Gap Protect

MANAGED CLOUD STORAGE SERVICE FOR ADDITIONAL RANSOMWARE PROTECTION

Easy to deliver secure, air-gapped protection

(&? against threats
Ensuring an air-gapped and immutable

copy of data is more important than ever

Easy to control costs

No egress, no guesswork, no hidden fees

Easy to become expert in moving Easy to configure and manage

to cloud 3-step setup. Single pane of glass

management makes administration easy

No heavy lift or learning curve

Immutable and scalable cloud storage in minutes

© Commvault 2024
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Backup & Recovery for Active Directory

FOR ENTRA ID AND MICROSOFT AD

= @Comquul_t' Q Search or type / for a command @ [ Q ‘ 4 TenantAdmin v

Overview  Apps

Backup health More Data distribution

100%
10.49 MB
Backup size
cked up recently: 1 (100.00%)
acked up recently: 0 (0.00%)
cked up: 0 (0.00%)
0% 100%
b Azure AD A, Active Directory
\Ye| Search or type / for a command
ive Di

Automated backups for single-solution protection of
Microsoft AD and Entra ID

L X
> >
2

Comprehensive coverage of objects, attributes,
users, groups, app registrations, and more

@ @ Q ‘ 4 TenantAdmin v

unwanted, or accidental changes

Compare Scope

This will compare the entire domain

Layered security with data encryption and air-
gapped ransomware protection

LN
@ Granular recovery to roll back damaging,

© Commvault 2024 26



Single pane of protection for AD & Entra ID

ENHANCED AD AND INTRA ID GRANULAR RESTORE CAPABILITIES

Active Directory Entra ID

Recover AD users, groups, computers, OUS, contacts, sites, Recover Entra ID users, groups, licenses, and role
and configuration assignments

Protect Group Policies, including settings, links, and security Restore enterprise applications and app registrations
Company Group Policy changes down to the settings level Protect conditional access policies

Compare entire domains and tenants for all object and attribute changes
Bulk restore attributes across many objects at once

Improve RPO (more frequent backups)

Increase storage options (on-prem, BYOS, and bundled)

© Commvault 2024




Threatwise™

EARLY WARNING CYBER DETECTION

@ Dashboard Analysis Appliances Deception Intelligence Coverage Settings
General | Remote Overview

Outbound Threats

All departments - Events Timeline

Server Traps

|
WFos

Medical Devices Traps

v

Remote Traps

A

1
1 O
1 ©

1 O

Remote Posture

M Cutbound Threats

Top 10 NIS Events

uuuuuuuu

Attacks Destination IP

Geolocation

Internal Threats

Department

Department Events (11)

Threat Statistics

11

Trap events

-0

Show:

Risk Level

- (@

2024-02-01 -

Type

- 80 suwel @ @

0

All Departmer

# Of Events

Network Intelligence Events

BotNet & CC

=]

Malware & Trojan

ence Gathering

S

for—

&

Intelligent decoys that mimic and behave like
legitimate assets

Precise alerts to pinpoint threats early,
without false-positives or alert fatigue

Robust integrations across critical security
tooling and backup environments

Simple SaaS delivery with flexible,
lightweight architecture and rapid scalability

© Commvault 2024
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The Need for Modern Cyber Deception

EVOLUTION OF EARLY WARNING TECHNOLOGY

o ©

Conventional Honeypot Technology Modern Cyber Deception
Full system decoys designed to learn from bad Asset emulation designed to actively engage bad
actors and their techniques actors for early warning

Tedious to set up and manage Easily configurable

Consumes IT resources
(licenses, compute, etc..)

Lightweight and passive architecture

Rapidly scalable, designed for surface area coverage

Difficult to deploy and scale

Can mimic virtually any resource

Limited in their deceptive capabilities

@ Com mvau l.t® © Commvault 2024 29



Risk Analysis — Support for M365

DISCOVER, CLASSIFY, AND PROTECT SENSITIVE M365 DATA

14

=

Datasources g

- Datasources

ﬁ Dataset Single Folder

39

Entities

&5

264592

Sensitivity

100 K

7197 K

80K

60K

40 K

20K

24 264,591 214,315 214,315
Total b Y
Locations @ Documents Sensitive % Not Protected @g
Top 10 Entities Risks

B P Address: 162.96 K (..
B Sentiments tags: 105....
B US Social Security N...
B Date: 26,69 K (725%)

B Retention Not Set: 21...
Not Protecte: d: 214.32..

B Expired Files: 0 (0%)
B Hostname: 28 (0.01%)

b

B Org-Pass: 19 (0.01%)
B Secret-Keys: 16 (0%)

Sensitivity by Location

il

N
@l
X/

i

Proactive defense against data
breaches and help ensure
compliance

Get a complete picture of data
risks to respond to security
events faster

Reduce costs by removing
ROT 365 data

© Commvault 2024
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COMMVAULT CLOUD
CLEANROOM RECOVERY

Secure and quick
recovery of
applications into an
on-demand

cleanroom for a
reliable cyber
recovery.

2

=

il
._i:—
|

COMMVAULT

—AN

ROOM |

Q

=COV
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Why Cleanroom Recovery?

Recover entire application simultaneously instead of
individual workloads

Flexibility to customize recovery process and integrate
with 3rd party solutions to suit proprietary needs

Enable recovery validation, and provide evidence of
recovery readiness

© Commvault 2024



What's new

TOTAL RESILIENCE. NO EXCUSES.




QQAppranix

A Commvault® Company

One click multi-stack entire environment rebuild
with dependencies and application data at a point-
In-time In any region

Single console across multiple hyperscalers

* No need to have a PhD in cloud to achieve
application resilience

Hyperscale resilience to 100,000+ cloud
resources with 100s PiBs with a single Appranix
account

* No Installation
 No agents

 No maintenance
 No runbooks

* No scripting and

« Always up to date

@ Commvault

Recovery as Code

Kubernetes

GCP Cloud

Same Zone

Azure Cloud

4 A

Copilot

Appranix '

Across Zone

Cross Region

Saas

AWS Cloud

Cross Tenant

© Commvault 2024
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Google recommends third-party data protection

YET ONLY 13% OF BUSINESSES UNDERSTAND THEIR ROLE IN SAFEGUARDING DATA

Google shared responsibility model?

Google Workspace

Google responsibility

Availability of Google
Workspace applications

O
-

Customer responsibility
Protecting their own data

1 ESG, The Evolution of Data Protection Cloud Strategies, 2021

2 Shared responsibilities and shared fate on Google Cloud, 2023

On-prem laaS PaaS SaaS

Content
Access policy
Usage
Deployment

Web application security

Identity

Operations

Access and authentication
Network security

Guest OS, data, and content
Audit logging

Network

Storage and encryption
Hardened kernel and IPC
Boot

Hardware

Customer responsibility Bl Google responsibility

As the diagram shows, the cloud provider always remains responsible for the underlying network and
infrastructure, and customers always remain responsible for their access policies and data.

© Commvault 2024
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https://www.techtarget.com/esg-global/wp-content/uploads/2023/06/ESG-Infographic-DP-Cloud-Strategies.pdf
https://cloud.google.com/architecture/framework/security/shared-responsibility-shared-fate

Commvault Cloud: Backup & Recovery for Google Workspace

FOR GMAIL AND GOOGLE DRIVE

Google Workspace

A GDrive_Dem

Comprehensive coverage of Gmail and Google
Drive data and metadata

Overview Users Content Configuration

Backup stats £ Backup health

=
@ @ Proven recovery with granular point-in-time,

out-of-place restore options

Recovery points

<

All-inclusive TCO with air-gapped GCP storage
and extended retention built-in

ﬂﬂﬂ Robust controls and hardened security to meet
SLA regulatory requirements

© Commvault 2024 36



Commvault Cloud Google Workspace Packages

STORAGE CAPACITY AND FEATURE SET DETERMINED BY SUBSCRIPTION TYPE PURCHASED

= Standard

Subscription

5 GB per user

1 year of retention

Targeted feature-set

= Enterprise

Subscription

50 GB per user

Up to 10 years
of retention

Full feature-set

Storage Expansion

‘ Enterprise
@ with unlimited storage

Subscription

Unlimited Storage
per user

Up to 10 years
of retention

Full feature-set

+ unlimited storage

Additional users and/or storage capacity available as needed.

*Note: Customers can mix Standard and Enterprise subscriptions within the same tenant.

© Commvau It 2024
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Flash news - Clumio acquisition

&) Commvault

PRESS RELEASE

Commvault Accelerates

Cyber Resilience
Capabilities for AWS with

Acquisition of Clumio

@ Commvault X

Big day at #Commvault! We're acquiring Clumio and its

groundbreaking offerings to further our industry-leading

cyber resilience capabilities on AWS — including with
critical workloads like Amazon 53. Stay tuned, stay
resilient. https://Inkd.in/ef_yWTgj

Commvault continues to offer customers flexibility and scalability
across the most clouds and application workloads. This acquisition
enables Commvault to strengthen its support for critical cloud data and
workloads in AWS, including but not limited to Amazon Simple Storage

Service (AWS S3) and Amazon DynamoDB.

© Commvault 2024 38
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Solution Provider Membership Tiers

» Four quarter bookings of Software, SaaS,
Renewals, and Services to create a Total Bookings
measurement for Program Tier attainment. For
eligible and ineligible booking details, refer to the
Solution Provider Program Guide

« $500K - $2M+ TOTAL bookings

* (8-12) transactions

* (4) unique customers

» Accreditations: 3 Sales, 3 Technical Sales and 2 Architects
» External Cloud Certification

» The elite tier requires external cloud certification.
Recognized third-party accreditations can be found
in the Solution Provider Program Guide

« $5K TOTAL bookings

* (1) unique customer

* (2) transactions

» Accreditations: 1 Sales, 1 Sales Technical and 1 Architect

* Quarterly assessments are integral to our
promotion process. Promotions become
effective at the start of the following quarter,
providing a clear path for adVanCemMENt. e

_ Must have a minimum of one (1) transaction
Registered in prior 12 months to remain in program

© Commvault 2024


https://bit.ly/3duXr4X
https://bit.ly/3duXr4X

PY25 Tier Level Requirements

ADVANTAGE
Zone 2 WHAT IS NEW ---
: o Zone 1 Zone 3
Tier Criteria : (Canada, UK, Germany, : , . _ .
(United States) Australia) (All Other Countries) - Simplified with the announcement of the new cloud training /
_ _ _ _ _ _ accreditations rolling out over the next two quarters
Elite Premier Elite Premier Elite Premier
Annual * New Accreditation Program Compliance Policy offers program
Bookings $2M $5K $1IM $5K $0.5M $5K compliance for 18 months from completion.
Annual 12 5 8 5 8 5 » For the Elite Tier, third-party cloud accreditation will be valid for
Transactions 18 months from the date that Commvault's acceptances the
Annual Unique 4 1 4 1 4 1 accreditation.
Customers
Third Party
Cloud 1 N/A 1 N/A 1 N/A Note:
Certification o
» Current Accreditation Courses can be found on the Partner
Portal under “Partner University”
Tier Membership Required Certifications Notes
Elite (3) Sales | (3) Technical Sales | (2) Architect Course Descriptions for Sales Solution Provider Program Guide >
Premier (1)Sales | (1) Technical Sales | (1) Architect Course Descriptions for

Technical Sales & Architects

Registered N/A N/A

© Commvault 2024


https://partners.commvault.com/
https://partners.commvault.com/
https://bit.ly/3duXr4X
https://partners.commvault.com/PRM_Training_SalesAccreditation
https://partners.commvault.com/PRM_Training_SalesEngineersAccreditation
https://partners.commvault.com/PRM_Training_SalesEngineersAccreditation

Commvault Parther Gamification
Incentive

@ Commvault



Gamification Partner Incentive- EMEAI

The Commvault Partner Gamification Incentive Platform is a point-based competition organized by Commvault in EMEAI to drive Partner
Enablement, encourage Partner Engagement and Generate Incremental Pipeline.

&) Commvault

™~

-

ENABLE

Learn more on Commvault
Cloud and get enable to
articulate our new SHIFT
messaging

Get trained on our Commvault .f',. ENGAGE

Cloud Certifications
Leverage our Social
Posts and become our

social ambassadors

Target: Target Date : 2024
Coverage: Elite and Audience Sept 23 - MONETIZE
EMEAI Premier * Parthers Dec 15 (12
Partners Sellers weeks) Leverage Commvault Cloud to

drive new opportunities with
your customers



Partner Incentive Prizes

Individual Level

Partner Sellers will be rewarded with Commvault Merchandising
items by achieving the below threshold.
= 100 points: Commvault purple socks

= 1000 points: Commvault Tumblers '
= 2000 points: Commvault Power bank

= 3000 points: Commvault JLB speakers
= 5000 points: Purple Nike sneakers)

®

You won a prize!
Congratulations [name)! You've just won [prize copy]!
Reach the t
dd to your score by il tivities in the Cs Hub and
R e e RO
B
s ~
|

— -_—,__—-"’

These prizes are cumulative. They will be delivered to the winning participants at
once at the end of the Incentive period, when results will be communicated.

PARTNER
ADVANTAGE

Company Level

Each participant will credit points for their company.
The Company Score will be calculated on the average
individual

Sum of Individuals points
# Individuals

Company Score =

The TOP 3 Company with the highest scores will win a prize as
per below:

= 1stwinner: S20K MDF budget

= 27 winner: S10K MDF budget

= 3rdwinner: S5K MDF budget

The MDF budget will be allocated in FY25Q4 to the Winning
Partners. It will have to be used to organise a Team Building
activity with the Partner and Commvault sales teams.

The Final Results will be communicated by December 315t to
allow enough time to validate the bonus points of activity
executed on the last day of the incentive period (Dec 15t)

© Commvault 2023 45



Gamification Incentive timelines .

Partner Incentive

Registration starts Sept 11 Play.

 |nvitation to Elite and Premier Partners Sellers EMEAI Learn.
* Social post on LinkedIn Win.

AN EXPERIENCE
WITH COMMVAULT

Incentive periOd : from Sept 23 until Dec 15 QQC@ 100 2 comments 5 shares 73.8K views
* Weekly emails to registered Partners announcing new

& Like @ Comment ‘e ¥ Share
enablement module available

B o &) Commvault
Get Ready for I(P%]E:r;tr\r?fi:égtion
Rewards : from January 2nd Your Chance |
o Win Big! Zone 1: Risk

e Communication of the winners Module 1:

L] L] e e
* Individual prizes shipment
. N . N We're_ excited to share details of our upcoming_ Commvault Partner Incentive The Commvault Partner Gamification Incentive is now
° C IVI D F b d t I b I 4 t t h in which you and your sales colleagues can win up to $20k to spend on an " : first educationgl ) |
unforgettable team building experience! Ive, and our Tirst educational zone is open!
ompany prizes udget) available in 0 organise the

As well as a chance of winning one of our three company prizes, you can
pick up a load of personal rewards when you play. Head over to the Risk zone to earn 100 points by completing the first

team building activity.

Top Company Prizes

Hi [name), Hi [name],

1st place 2nd place 3rd place

2 0 K 1 0 K 5 K In the short educational video, you'll learn how Commvault's risk
governance capabilities proactively find and remediate risks to data
MDF budget MDF budget MDF budgst security posture, across production and backup data.

After the video, you can test your knowledge with a short quiz to

H D it Work? earn 100 points for you and your company!
ow Does | OrK/

The Commvault Partner Incentive is a points-based competition where you
build your score by working your way through learning materials and quizzes
in our four cyber resilience zones:

© Commvault 2024 46
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