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You

What is an API?

@y|¢

9 Copilot

An API, or Application Programming Interface, serves as a bridge

between software applications, allowing them to communicate and

exchange data, features, and functionality 1. Developers use APIs to

integrate data, services, and capabilities from other applications,

rather than building everything from scratch. For example, when you

make an online payment using PayPal, APIs facilitate the connection # Explore
between the e-commerce site and the payment system, enabling

seamless data exchange 1. In essence, APIs simplify development, enhance security, and promote efficient
data sharing 1.

AH Q0 L B ezos

How do APIs work? ] { What are some common use cases for APIs? J [ Can you give me an example of a popular API?
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The API Security Environment

Existing application
security solutions not built
for APIs

More APls deployed every
day

By 2024, API abuses
and related data breaches
will nearly

dOU ble ! More AP attacks

31%

of web traffic is APls 2
More API traffic

About APls

" Gartner: Top 10 Things Software Engineering Leaders Need to Know

2 Akamai threat researchers have identified that 31% of all traffic protected

by Akamai is API traffic

ﬁ
© 2024 Akamai | Confidential A

kamai Experience the Edge



API Security Problems

4

Shadow APIs

Discover your complete API
footprint - including rogue, legacy,
admin, zombie, etc.

© 2024 Akamai | Confidential

Vulnerable APls

Prevent OWASP Top 10
vulnerabilities and misconfigurations
from hitting production.

API| Abuse

Stop business logic abuse such as
data scraping or data exfiltration
using behavioral analytics.

Tomorrow’s Focus

—_—
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WAAP APl GATEWAY API Security

Focused on External Threats. Focused on gateway functions. Focused on all API traffic.
B2C only. AuthN | AuthZ | Rate limiting B2C & B2B | North-South | East-West
Detection: Signatures & ML Detection: None Detection: Behavioral Analytics

API Security Problems

Discovery of APIs in
any environment

Determine risk posture
(OWASP API Top 10)

Understanding API user
behavior

Detect APl abuse

Perform Investigations and
threat hunting

APl Server

East-West

API Server
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“In Vegas,
=~ everybody's
.;.gotta watch
“&gverybody
f"”el‘#‘b&r i

Sam Rothstein (Casino, 1995)
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Vulnerabilities

\
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Mitigations
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"The Tangiers (Casino, 1995) ~~ * -
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Entrance Security — this is your WAAP

e ™

Elliot Raymond & Charlie Nicky
Alderson Babbitt Santoro
(Mr Robot, 2015) (Rain man, 1988) (Casino, 1995)

——
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Identificatic
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Counting cards .

Collusion . .

Cheating detection and AI - this is API Secunty

ey

..-5.1 -
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Cheating detection and Al - this is APl Security

—
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The Akamai API Security Solution
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You

What is a Ransomware?

) Copilot

Ransomware is a type of malicious software designed to block access to a computer system until a ransom
is paid. When a victim encounters ransomware, they are typically greeted with a message on their screen that
denies access to their data and files, effectively holding them hostage ' . Here's how it works:

1. Encryption: Ransomware encrypts the victim's files, making them inaccessible.

2. Extortion: The attacker demands a ransom payment in exchange for providing the decryption key.

3. Payment: Difficult-to-trace digital currencies like Bitcoin are often used for ransom payments, making it

challenging to trace and prosecute the perpetrators 2 .

In summary, ransomware locks your computer or data, demanding payment to release it. It's essential to take
preventive measures to protect against such attacks. If you encounter ransomware, seek professional

assistance and avoid paying the ransom if possible 3'.

= I<]]) ® 10f5
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Ransomware Evolution

Full Network Data
Compromise Exfiltration

Single Host
encryption

‘ ‘ Ransomware groups now increasingly target the exfiltration of files,
which has become the primary source of extortion. , ,

—_—
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Ransomware Group Industry Victim Count
October 1,2021 — May 31, 2023

-
©
—
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Fig. 8: Manufacturing remains the vertical with the highest number
of victims of ransomware attacks
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General Ransomware Killchain

e el G O

Initial Foothold  Lateral Movement Exfiltration Encryption Ransom Note Profit
(Spear)Phishing or Spread across the Find and steal PKI with encryption Wallpaper and
vulnerable exposed network for valuable data to prevent cracking ransom txt file
applications maximum coverage

ﬁ
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Phishing

Password
guessing

Exploit
vulnerability

Email

LIFECYCLE

Valid
credentials

Internet-
exposed
service

Malicious

document Malware

OF A RANSOMWA

van attack paths of a human-operated ransomwane incid

RE INCIDENT

on axarmples CERT NZ has sean

COMNSOLIDATION
AND PREPARATION

Lateral
movement

Command
and
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Privilege
escalation

cert

| IMPACT ON TARGET
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Data
exfiltration

Destroy
backups

Encrypt
data
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LIFECYCLE OF ARANSOMWARE INCIDENT

Secure Internet
Access

EdgeDNS Zone
Protector

Phishing

Account

Protector
Password
guessing

App and API
Protector

Exploit
vulnerability

Email
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Multi Factor
Authentication

Valid App and API
credentials Protector
Enterprise
Application
Internat- Access

exposed
service

Secure Internet
Access

Guardicore
Segmentation

Malicious

document Malwars

COMNSOLIDATION
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Segmentation
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Secure Internet
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You

What is cloud computing?

Copilot

Cloud computing Is the delivery of computing services like storage, servers, databases, and software over the
internet. It allows users to access and use these resources on-demand, without needing to manage physical

hardware. This makes it cost-effective, scalable, and flexible /' 2,

In essence, cloud computing enables you to use powerful computing resources remotely, paying only for what

you use, which can be particularly beneficial for businesses and individuals alike'2' 2/,

Is there a specific aspect of cloud computing you're curious about?
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The past decade’s
centralized
computing model
must evolve to meet
the next decade’s
challenges

—_
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Challenges building with Centralized Cloud

Performance Demands

User Experience
Connected Devices
Operational Data

Time to Insight

Cost Issues

Lack of Transparency
Portability Challenges
Workforce Expertise

Environmental Impact

24 © 2024 Akamai | Confidential
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Akamai is building the leading
cloud for businesses to build
and deliver powerful, edge
native applications.

Securely.

Akamai Experience the Edge



Network and roadmap
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Akamai Compute Services

GPU:
For Al/ML, 3D Rendering,
or Transcoding Workloads

Premium CPU:
For Latency and Performance
Sensitive Workloads

High Memory:
For RAM-Intensive
Workloads

Dedicated CPU:
For Production
Workloads

Shared CPU:
Cost Effective
CPU Options

LKE:
Managed Container
Orchestration Engine

Edge Workers:
Deploy JavaScript
Functions at the Edge

27 © 2024 Akamai | Confidential
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Block Storage:
High Speed Local
Storage Volumes

Object Storage:
Store and Access Media
Files and Large Datasets

Backups:
Safe & Simple
Cloud Backups

VPC:
Selectively Gate Access with
Layer 3 Network Isolation

Cloud Firewall:
Filter Network Traffic by
IP Address or Range

Load Balancers:

Distribute Traffic by Performance,

Weight, and Content
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